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General security concepts and Management

Treats, Attacks and Vulnerabilities

Network Components and Protocol

System Architecture and topology

Secure System Design and Secure Application Development

Identity and Access Management

Risk Management
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Cryptography
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Fundamentals of Incident Management
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Incident Handling and Response Program Planning

Anti-forensics Techniques

Malware Incident Handling and Response

Email Security Incident Handling and Response

Network Security Incident Handling and Response

Web Security Incident Handling and

Response Cloud Security Incident Handling and Response
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Insider Threat-related Incident Handling and Response
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® Fundamentals of Computer Forensics and Forensic Readiness
5] Computer Forensics Investigation Process
- Obtain Search Warrant
- Evaluate and Secure the Scene
- Collect the Evidence
- Secure the Evidence and Chain of Custody
- Acquire Data and Analyze Data
- Assess Evidence and Case
- Testify as Expert Witness
o Defeating Anti-Forensics Techniques
< Operating System Forensics
& Network Forensics
D Web Attack Forensics
& Database Forensics
< Cloud Forensics
« Wireless Forensics
®0 Malware Forensics
®6 Email-Crime Forensics
ob Mobile Forensics
®m Application Password Cracker
oc Investigative Reports
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Fundamentals of Incident Management

Incident Handling and Response Program Planning

Anti-forensics Techniques

Malware Incident Handling and Response

Email Security Incident Handling and Response

Network Security Incident Handling and Response

Web Security Incident Handling and Response

Cloud Security Incident Handling and Response
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Insider Threat-related Incident Handling and Response

®0 Fundamentals of Computer Forensics

1) Computer Forensics Investigation Process

e Investigative Reports




